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Abstract

Mobile sensors, e.g., unmanned aerial vehicles
(UAVs), are becoming increasingly important in se-
curity domains and can be used for tasks such as
searching for poachers in conservation areas. Such
mobile sensors augment human patrollers by as-
sisting in surveillance and in signaling potentially
deceptive information to adversaries, and their co-
ordinated deployment could be modeled via the
well-known security games framework. Unfortu-
nately, real-world uncertainty in the sensor’s de-
tection of adversaries and adversaries’ observation
of the sensor’s signals present major challenges in
the sensors’ use. This leads to significant detri-
ments in security performance. We first discuss
the current shortcomings in more detail, and then
propose a novel game model that incorporates un-
certainty with sensors. We then briefly introduce
GUARDSS, the algorithm to solve these games,
and show results from a simulation based on a
real-world deployment of a conservation system in
South Africa.

1 Introduction

In many real-world situations, there are not enough security
resources, such as human patrollers, to protect all possible
targets from attackers and prevent illegal activities. Secu-
rity games have been used to model and solve strategic secu-
rity resource allocation in these situations in the past decade
for problems such as protecting airports, traffic enforcement,
protecting elections, and protecting borders [Tambe, 2011;
Rosenfeld and Kraus, 2017; Bucarey ef al., 2017]. Con-
currently, mobile sensors such as unmanned aerial vehicles
(UAVs or drones) have been introduced for security purposes
with an increasing importance in domains such as traffic en-
forcement [Rosenfeld ez al., 2018] and wildlife poaching pre-
vention [Mulero-Pdzmany er al., 2014]. The security game
framework has been augmented and applied to the coordi-
nated deployment of human patrollers and mobile sensors as
well as strategic signaling [Xu er al., 2018].

Unfortunately, real-world circumstances inevitably involve
uncertainty in both the sensors’ detection of adversaries and

adversaries’ imperfect observation of sensors’ signals, lead-
ing to challenges in successfully using sensors in security
domains. Our motivation comes directly from the real-
world domain of wildlife conservation, and in particular,
preventing poaching. UAVs equipped with thermal infrared
(heat-detecting) cameras are used to locate poachers at night
when poaching typically occurs [Air Shepherd, 2018] and
sometimes send warning signals to poachers through on-
board lights for deterrence. In Fig. 1, a deployed conser-
vation drone (left) equipped with a thermal infrared cam-
era is used to locate a poacher in the rectangle (center) in
order to prevent poaching in a national park (right). Al-
though useful, detectors such as those in [Bondi er al., 2018;
Olivares-Mendez et al., 2015; van Gemert et al., 2014] suf-
fer from imperfect detection, and poachers may not even see
signals due to occlusions by trees. Ignoring such uncertain-
ties would result in significant detriments in security perfor-
mance. Consider a sensor with a high false negative rate as
an example. In this case, it could be beneficial for the human
patroller to go and check a nearby location even if the sensor
in the location does not detect any adversary. This would be
done to confirm that there is no adversary there, rather than
fully trusting the sensor. Fully trusting the sensors’ capability
of detecting adversaries leads to a wrong belief of the loca-
tion of the adversary, and the efficiency of patrol can be even
worse than not having any sensors. Similarly, when the un-
certainty in the adversary’s observation of the signal is high,
the attacker may not be deterred even if the sensor sends out
the signal indicating the presence of a patroller nearby. Not
considering this uncertainty will lead to an overly optimistic
estimation of the probability that the adversary will give up
the attack. We aim to address this limitation and provide an
efficient patrol plan that works in an environment with uncer-
tainty.

We show both theoretically and empirically that trusting
signaling techniques which ignore uncertainty can be ex-
tremely detrimental to the defender. We therefore develop
a new security game model which integrates both detection
and observational uncertainty. We provide a novel algorithm,
GUARDSS, which exploits six possible allocation states and
a compact representation, as well as a novel re-matching tech-
nique for the branch-and-price framework’s slave problem to
accommodate the extra stage. Finally, we provide experi-
mental results for random instances and simulation based on
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